NudopManmoHHAsA MaAMATKA AJIS
o0yJaromuxcs JJisl pa3MelleHus: Ha
oM HAJIBHBIX HHTEPHET-pPecypcax

C kax/pIM roZioM MoJIoAekH B IHTepHEeTe CTAaHOBUTHCS 0OJIbIIIE, A IIKOJIBHUKU OJTHU U3 CaMbIX
aKTHBHBIX ITOJIb30BaTeneil Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTeH, IHTepHET HeceT U mpobieMbl. DTa NaMATKa JOJKHA TIOMOYb Tebe 6e3011acHO
HaxXOJUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbioTepHblii BUPYC — 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTrPAMM, OTIUYUTEIHHON
0COOEHHOCTBIO KOTOPOM SIBJISIETCS] CIIOCOOHOCTD K Pa3MHOXKEHUIO. B 1on0/IHEeHuE K 3TOMY,
BUPYCHI MOT'YT MIOBPEAUTH UITU MOJTHOCTHIO YHUUYTOXKUTH BCE (Paillibl U JaHHbIE,
MIOJIKOHTPOJIbHBIE TI0JIb30BATEI0, OT UMEHU KOTOPOTro Oblla 3amylieHa 3apakEHHas Iporpamma,
a TaKKe MOBPEIUTh WK JaKe YHUUYTOKUTH OMEPALIMOHHYIO CUCTEMY CO BceMH (pailiiamu B
1esoM. B OonbIIMHCTBE cllydaeB paclpoCTpaHsoTCs BUpPYChl uepes MHTepHeT.

MeToabl 3a1IUTHI OT BPEOHOCHBIX IPOrpamMMm:

1. Hcnonb3yit coBpeMeHHbIE ONEPAMOHHBIE CUCTEMbI, UMEIOLINE CEPhE3HBINA YPOBEHb
3aIIUTHI OT BPEIOHOCHBIX IIPOIPaMM;

2. TlocrosiHHO ycTaHaBnMBai MoYTH (LM(POBBIE 3aMIaTKH, KOTOPbIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C LENBI0 JOPAOOTKH MPOTPaMMBbI) U Ipyrue OOHOBIICHHS CBOEH
ornepalnroHHOM cucteMbl. CkauuBail X TOJBKO ¢ opULIMaAIBHOTO caiiTa pa3paboTunka
OC. Ecnu cymecTByeTr peKuM aBTOMATUYECKOT0 OOHOBIIEHUS, BKIIIOUYH €T0;

3. Paboraii Ha cBoeM KOMITbIOTEpE O] TpaBaMU MOJIb30BATENs, @ HE aIMUHUCTpATOpa. ITO
HE TMO03BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MTPOrPaMM HHCTAJUIMPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yil aHTUBUPYCHBIE TPOTPAMMHBIE MPOTYKThI U3BECTHBIX MPOU3BOAUTENEH, C

aBTOMAaTHYECKUM OOHOBIIEHUEM 0a3;

Orpanndb QU3NYECKUI T0CTYN K KOMIBIOTEPY AJIs1 HOCTOPOHHUX JIMII;

6. Vcnonp3yil BHEIIHME HOCUTENN HH(POPMALINK, TaKKe Kak (uienka, JTUCK Win (aiin u3
WHTepHeTa, TOIBKO U3 IPOBEPEHHBIX NCTOYHHUKOB;

7. He oTkpbIBail KOMIBIOTEpHBIE (ailyibl, MOTYyYEHHbIE U3 HEHAAEKHBIX HCTOUHUKOB. Jlaxe
Te (ailsibl, KOTOpPbIE MPUCIIA TBOW 3HaKOMbIH. Jlydllle yTouHM y HEro, OTIPaBIIsll I OH
Te0e UxX.

o

Cern WI-FI

Wi-Fi — 310 He BU nepeayu JaHHBIX, HE TEXHOJIOTHS, a BCETo JIMIIbL OpeH 1, Mapka. Eie B
1991 rony Huaepinanackas kommnanus 3apeructpuponaina opens « WECA», uro o603Havano
cinoBocodetanue «WirelessFidelity», KOTOpsIii TepeBOANTCS KaK «OECIPOBOIHAS TOYHOCTHY.

Jlo Harero BpeMeHHU JIoIuIa Apyras abopeBrarypa, KoTopas sSBISETCS TAKOU ke TeXHOJIOTUEH.
Ot10 abbpeBuarypa «Wi-Fi». Takoe HazBaHuMe OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIHI
3BykoBo# TexHuku Hi-Fi, 4To B mepeBojie 03HAYaeT «BBICOKASI TOUHOCTHY.



Ja, 6ecrutaTHbI HHTEPHET-IOCTYII B Kade, OTEeNAX U adpoIopTax SBISIETCS OTIMYHON
BO3MOXHOCTBIO BbIX01a B IHTepHET. Ho MHOTHE 3KCnIepThI CUMTAIOT, 4TO 00IIen0cTynHble Wi-
Ficetu He sBistoTCS 6€30MACHBIMH.

CoBeTsl 10 Ge30nacHOCTH pa6oTe B 001men0cTYnHBIX ceTax Wi-fi:

1.

He nepenasaii cBoro nmuunyro nHdopmanuto yepes oomenocrymnasie Wi-Ficeru. Paboras
B HUX, XeJIaTeJIbHO HE BBOJUTH MAapOJIU JOCTYIIA, JIOTHHBI U KaKue-TO HOMepa;
Hcnonb3yit 1 0OHOBIISAN aHTUBUPYCHBIE ITPOrpaMMbl B OpanaMay3p. Tem caMmbIM ThI
o0e3omnacuiib cedsi OT 3aKaYyKU BUpyca Ha TBOE YCTPOMCTBO;

[Tpu ucnons3oBanun Wi-FioTkmoun ¢pynknuio «O0muii noctyn Kk ¢aitiam u
npuntepam». JlanHas GyHKIUS 3aKpbITa IO YMOTYaHUIO, OJJHAKO HEKOTOPhIE
N0JIb30BATEH aKTUBUPYIOT €€ 7151 y100CTBa HCIIOIb30BaHus B paboTe mim y4eoe;

He ucrnonp3yit myonmansiii WI-FIns nepenauu TUYHBIX TaHHBIX, HAPUMED, IS
BBIX0/Ia B COI[MAIBHBIC CETU WJIU B AJICKTPOHHYIO MOYTY;

Ncnonb3yii Tosbko 3amuiieHHoe coeaunenue uepes HTTPS, a ne HTTP, 1.e. npu
Habope BeO-anpeca BBOIU UMEHHO «https://»;

B MobunsHOM Tenedone otkimoun ¢pyakiuio «[logkmrouenne k Wi-FiaBromatuueckny.
He nomyckaii aBTOMaTn4eckoro MmoAKIIOYeHHs yCTporcTBa K ceTsiM Wi-Fibes TBoero
coriacus.

ConuajanHbIe CeTH

CoumajibHbI€ CeTH aKTUBHO BXOJIAT B HAIILy )KU3Hb, MHOTHUE JIFOJIM pa0OTAIOT U JKUBYT TaM
MOCTOSTHHO, a B Facebookyke 3apeructpupoBan MUJUTHAP/ YEIOBEK, UTO SBISCTCS OAHON
CEeIbMOM BCeX JKUTENCH TUIaHeThl. MHOTHE T0JIb30BaTEN I HE TIOHMMAIOT, YTO HHPOpMAIIHS,
pPasMCIICHHAaA UMW B COOUAJTIBHBIX CCTAX, MOXKCT OBITH HaﬁHeHa " HCII0JIb30BaHAa KEM YyroJHo, B
TOM YHCJIC HE 0053aTeNIbHO ¢ OJIariMK HaMEPEHHUSIMHU.

OcHOBHbBIE COBETHI IO 0€30IACHOCTH B COIHAJIBHDBIX CETSAX:

1.

Orpanuyb CrUCOK Apy3eil. Y TeOs B IPYy3bsiX HE TOJDKHO OBITH CIYYalHBIX U
HE3HAKOMBIX JIFOJIEH;

3amuinaii CBOI0 4acTHYIO *ku3Hb. He ykasbiBait mapounu, TenedoHsl, aapeca, 1aTy TBOETO
POXICHUS U IPYTYIO JTUYHYIO HHPOPMAIUIO. 3TOYMBIIUICHHHKH MOTYT HCIIOIh30BaTh
Jake HH(OPMAIIHUIO O TOM, KaK Thl U TBOHM POJIUTENHN TUTAHUPYETE MPOBECTH KaHUKYIIBI,
3amuinai CBO0 penyTaruio — JIEPKHU €€ B UUCTOTE U 3a71aBail cede BOIPOC: XOTeI Obl
ThI, YTOOBI APyTUe MOIB30BATENN BUIENH, UTO ThI 3arpyskaenib? [logymait, mpexae yem
YTO-TO OMYOJINKOBATh, HAITUCATH U 3aTrPY3UTh;

Ecnu T TOBOPHIIIB C JIFOJIEMU, KOTOPBIX HE 3HACIIh, HE UCIIONIB3YH CBOE peallbHOE UMS U
JPYTYIO JTHYHYIO HHPOPMAITUH: UM, MECTO KUTEIIbCTBA, MECTO y4eObI U MpoUee;
W36eraii pazmenienus pororpaduii B InTepHeTe, r11e Thl H300pakeH Ha MECTHOCTH, 110
KOTOPOU MOYKHO OIPEICTUTH TBOE MECTOIOJIOKEHHUE;

[Tpu peructpanuu B COIMATBLHON ceTH HEOOXOAMMO UCTIONB30BATh CI0KHBIE MTAPOIH,
cocTosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

Jlist conranbHO# ceTH, MOYTHI M IPYTUX CAaHTOB HEOOXOIMMO HUCIIONIB30BaTh Pa3HbIe
napoyd. Toraa eciau Te0s1 B3IOMAOT, TO 3JIOYMBIIICHHUKH TOJy4aT TOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE cpa3y.

JJIEKTPOHHBbIE IeHbI'H



DJIEKTPOHHbBIE IeHbI'M — 3TO OYCHb yJOOHBIHN CIIOCO0 MIaTexel, 0JJHaKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPBIE XOTSAT MOJYYUTh ITH JEHBIH.

:‘)J'ICKTpOHHBIe JACHBbI'M ITOABHUIINCHh COBCEM HEAABHO U UMCHHO H3-3a 3TOI'0O BO MHOT'MX
rocyaapCTBax A0 CUX IIOP HEC NPOIHCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe onn yHKIMOHUPYIOT M O HUX YK€ TPONKCAHO B 3aKOHE, TJI€ UX pa3AeisaioT Ha
HECKOJIBKO BUJIOB — AHOHMMHBIC U HE aHOHMMHBIE. PazHuna B TOM, 4TO aHOHMMHBIE — 3TO T€,
B KOTOPBIX pa3peraeTcs MPOBOIUTH oNepauy 0e3 HACHTU(UKAILIUH [T0JIb30BaTENs, a B
HEaHOHMMHBIX MIEHTU(DUKALIUY T10JIb30BaTENs ABISETCS 00s13aTeIbHOM.

Taroke clieayeT pa3nuyarhb IEKTPOHHBIC (PHATHBIC AEHBIH (PaBHBI TOCYAAPCTBEHHBIM BAaJTIOTaM)
U JIEKTPOHHbIE He(pUaTHbIe NEHbIU (HE paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 0e30MaCHOIl padoTe € IIeKTPOHHBIMY J1eHbIAMHU:

1. TlpuBsixu K cueTy MOOUIIBHBIN TeraeoH. ITO caMblif yIOOHBIN 1 OBICTPBIA CIIOCOO
BOCCTAaHOBHUTH JIOCTYII K cueTy. [IpuBs3anHbIi TeneOH MOMOXKET, ecii 3a0yAeIb CBOI
IJIATEKHBIN [1apOJIb WIIU 3alIe1Ib HA CAT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Wcnonp3yii omHOpa3oBbie mapoiu. [locie mepexoa Ha yCHIICHHYIO aBTOpH3AIIio TeOe
yke He OyIeT yrpoKaTh OMAaCHOCTh KPa)KH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Bribepu cnoxubli mapons. [IpecTynHukam OyJeT He POCTO yrajaTh CIOKHBINA Hapoib.
HanexHble napoyin — 3T0 Napoiu, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB U BKJIIOYAIOT
B ce0sI CTPOYHBIC U TIPOIUCHBIC OYKBBI, IU(PPHI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noJutapa, pyHTa, BOCKIMIATENbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOJM CBOM JIMUHBIC JAaHHBIC HA CATaxX, KOTOPHIM HE JIOBEPSCIIIb.

JIEeKTPOHHAsI 10YTAa

DJIeKTPOHHAS MOYTA — ATO TEXHOJIOTHUS U MPEAOCTABIIIEMBIE €10 YCIYTH TI0 MEPEChUIKE 1
MOJTYYEHUIO AJIEKTPOHHBIX COOOIICHH, KOTOPBIE PACTIPEAETSIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO JIEKTPOHHBIN TOYTOBBIN SIIUK BBITIISIUT CIEIYIONIUM 00pa3oM:
UMs_TIOJb30BaTeNnss(@umMsi_1oMeHa. Takke KpoMme mepeayu mpocToro TeKCTa, UMeeTCs
BO3MO>KHOCTH TIepe/iaBaTh (hanibl.

OcHoBHBIE COBETHI 1O 0€30MacHOI padoTe C JIEKTPOHHOI MOYTOI:

1. Hano BbIOpaTh npaBUiIbHBINA OUTOBBIN cepBuc. B HTepHETE ecTh OrpoMHBIN BEIOOD
OecIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYYIIE IOBEPATh TEM, KOI'O 3HACIIb U KTO
IIEPBBII B PEUTHUHTE;

2. He yka3piBaii B 1MuHON noute nuuHyto nHGopmMaruio. Harmpumep, ydine BeIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «remal3y;

3. Hcnonb3yii ABYX3TaNHYIO aBTOPHU3ALHI0. ITO KOTJJa IOMUMO MapoJist Hy’KHO BBOJIUTh
KO/I, TpUChIIaeMbIi 110 SMS;

4. Boibepu ci10XKHBIN Maposb. [ KakK0ro HOYTOBOTO SIIKMKA JOKEH ObITh CBOM
HAJCKHBIN, YCTOWYMBBIN K B3JIOMY IIapOJIb;

5. Ecnu ecTh BO3MOXKHOCTD HalKMCcaTh CAMOMY CBOM JIMUHBIM BOMPOC, UCTIONB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yit HECKOIBKO MOYTOBBIX SAIIMKOB. [IepBbIit 17151 YaCTHOM MEPENUCKH ¢
aZipecaTamMH, KOTOPBIM ThI IOBEpPSICIb. JTO NEKTPOHHBIN aJpec He HaJl0 UCII0JIb30BATh
IpU perucTpanuu Ha opymax U cairax;



He otkpsiBaii (aiiasl 1 qpyrue BIOKEHHS B MMChMAaXx J1a)e €CJIM OHU MPUIILIH OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUIN JTM OHU TeOe 3TH (ailiibl;

[Tocne okoHyaHus pabOTHI HA IOYTOBOM CEPBHUCE MEPE] 3aKPhITHEM BKJIAJIKU C CAUHTOM
He 3a0y/1b HAXKaTh Ha «BBIATHY.

KubepOyuimHI MJIM BUPTYaAJbHOE M31€BATEJIbCTBO

Ku6epOyanuHr — npeciieoBaHrEe COOOIICHUIMH, COCPKALMMHI OCKOPOJICHHS, arPECCHIO,
3aIyTMBaHKE; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHKE C TOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE coBeThI 10 0opble ¢ KndepOyJIMHIOM:

1.

N

o o

He 6pocaiics B 60ii. JIydmmii cioco6: MOCOBETOBAThLCS KakK ce0sl BECTH U, €CIIU HET TOTO,
K KOMY MOXHO 00paTHThCs, TO BHaYalle YCIIOKOUTbCS. Ecu Thl HauHelIb 0TBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;
YnpaBisii cBoei kubeppernyrainuei;

AHOHUMHOCTB B ceTH MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 32
AHOHHMMHBIM AKKayHTOM;

He crout BecTn Xynuranckuii 00pa3 BUpTyanbHOH )u3HU. IHTepHET Pukcupyer Bce
TBOM JICMCTBUS M COXPAHSAET UX. Y AATUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;
Cobmronaii cBOH BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit enuHn4HbIN HeratuB. OJIHOPa30Bble OCKOPOUTENIBbHBIE COOOIEHMS JTyYIlle
UrHopupoBaTb. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJlbHOW CTa/luy;

ban arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMH COOOIICHUSIMH, B COITMATLHBIX
CeTSAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOLIECHUH C ONPEAETICHHBIX a/IpECOB;
Ecnu Tb1 cBUaeTens kubepOyunara. TBou aelicTBUS: BHICTYIIUTH IPOTUB
IIpECIIEI0BAaTENs], I0KA3aTh €EMY, YTO €0 IEHCTBUS OLICHUBAIOTCSI HETaTUBHO,
HOJIEPKATh J)KEPTBY, KOTOPOU HY’KHA IICUXOJIOIMUYECKask TOMOLIb, COOOIIUTH B3POCIbIM
0 (hakTe arpecCUBHOIO NOBEJICHUS B CETH.

MoOuabHbINi TeaedoH

CoBpemeHHbIe cMapT(OHBI U IVIAHIIETHI COJIEPKaT B ce0e BIIOJIHE B3POCIIbIN PyHKIIMOHAI, U
Tenepb OHU MOT'YT KOHKYPUPOBATh CO CTAllMOHAPHBIMU KOMIIbIOTEpamMu. OJHAKO, CPENICTB
3aIUTHI JUIsl TOAOOHBIX YCTPOMCTB MOKA 04eHb Mano. TecTupoBaHue U MOUCK YSI3BUMOCTEH B
HUX IPOMCXOJUT HE TaK HHTEHCUBHO, Kak A [IK, To e camoe kacaercss 1 MOOMIIBHBIX
MIPUIIOKEHU .

CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAJIN HACTOJIbHBIE aHATIOTH, OJHAKO
pacupeHue (yHKIIMOHAaJa BIIeUeT 3a c000 OOJIBIIYIO CI0KHOCTh U MEHBIIYIO 3aLIUILEHHOCTD.

llaneKo HE BCC IIPOU3BOJUTEIN BBIITYCKAIOT 06HOBJ’I€HI/I$I, 3aKpbIBAIOIUE KPUTHYCCKUEC
YA3BUMOCTHU 11 CBOUX YCTpOﬁCTB.

OcHoBHBIE cOBeTHI 1JIs1 0€30I1aCHOCTH MOOMJILHOTO TeJiedoHa:

1.

Huuero He sBnsieTcs no-HacToseMy OecriaTHbIM. bysib ocTopoXkeH, Beib Korja tede
npeJiararT OecryiaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHUe-TO IUIaTHbIE
yCIIyTH;



2. Jlymaii, mpex/e ueM oTnpaBuTh SMS, ¢poto unu Buzeo. Thl TOUHO 3HaCIIb, T1e OHU
OyIyT B KOHEYHOM HUTOTE?

3. Heo0xoammo 0OHOBIISTH ONIEPAIMOHHYIO CUCTEMY TBOETO CMapT(OHA;
4. Wcnonb3yil aHTUBHPYCHBIC TPOTPAMMBI IS MOOHMJIBHBIX TeJIe(OHOB;
5. He 3arpyxait nprioxKeHusi OT HEM3BECTHOI'O UCTOYHHKA, BEJIb OHU MOTYT COZAEpPKaTh

BPEIOHOCHOE MPOrpaMMHOE 00eCIieYeHUE;

6. Ilocie Toro Kak ThI BBIMIEIIb C caiiTa, T/ie BBOIWII JIMYHYIO HH(POPMALIUIO, 3aii11 B

HACTPOUKHU Opay3epa U yJaiau cookies;

[lepuoandecku MpoBepsiii Kakue MIATHBIE YCIIYTH aKTHBHUPOBAHBI HA TBOEM HOMEPE;

8. JlaBaii cBOif HOMEep MOOUIILHOTO TeJIe(POHA TOJIBKO JIIOJIIM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIITb;

9. BluetoothmomkeH ObITh BBIKITIOUYEH, KOT/IA Tl UM HE TOJIB3YyelIbcs. He 3a0biBail mHOT 1A
MPOBEPSATH 3TO.

~

Online-urpol

CoBpeMeHHBIC OHJIAHH-UTPbl — 3TO KPACOYHBIE, 3aXBaThIBAIOIINE Pa3BICUYCHNUS,
00BEAMHSIIOIINE COTHU ThICAY YEJIOBEK 110 BceMy Mupy. Irpoku uccneayot JaHHbIA UM MUP,
00IIaI0TCs APYT € APYTOM, BBIIOJHSIOT 3a/1aHUs, CPAXKAIOTCA C MOHCTPAMHM U MOJIY4aroT OIBIT.
3a yZIOBOJIBCTBUE OHU IUIATAT: MMOKYIAIOT ANUCK, OIUIAYMBAIOT A00OHEMEHT WM IPHOOPETAIOT
KAaKHe-TO OILIUH.

Bce aTu cpenctBa uayT Ha MojAepKaHue U Pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPIIICHCTBYIOTCS CHCTEMBI aBTOPU3AIINH, BBIITYCKAIOTCS HOBBIC TTaT4H (I[U(POBEIC 3aIUIATKH
JUISI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO[[O6HI)IX HUIrpax CTOUT OracaTbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaXu TBOCTO
mapoJrsi, Ha KOTOPOM OCHOBAHA CUCTCMA aBTOpU3alluU OOIBIIMHCTBA Hrp.

OcHOBHbBIE COBETHI 10 0€301aCHOCTH TBOET0 UI'POBOI0 aKKayHTa:

1. Ecnu npyroil urpok BeneT cedst MI0Xo WK co3aeT TeOe HEMPHUATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

2. Tloxanyiics aAMUHUCTpATOpPaM UTPHI Ha IJI0XOE MOBEIEHUE ITOr0 UTPOKA, JKEIaTEIbHO

MIPUJIOKUTB KaKHE-TO JTIOKA3aTeNIbCTBA B BUJE CKPUHOB;

He yka3zpiBaii 1MuHyro nHGoOpMaluio B npodaiine urpsr,

VBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeouaabHble MaTYH U MOJIBI;

Hcrnonb3yil CII0KHBIE U pa3HbIE APOJIN;

Jaxe BO BpeMs UTPBI HE CTOUT OTKJIKOYaTh aHTUBUpPYC. I1oKa ThI Urpaenisb, TBOM

KOMITBIOTEP MOTYT 3apa3uTh.

No ok w

@OUIIUHT WA KpaKa JINYHbIX JTaHHbIX

OObIYHOM Kpakell JeHeT U TIOKYMEHTOB CEroHs y»e HUKOTO He yIUBUIIb, HO C pa3BUTHEM
UHTEPHET-TEXHOJIOTUH 3JI0YMBIIUICHHUKU [IEPEMECTUIINCH B VIHTEpHET, U IPOAOIKAOT
3aHUMATbhCA «JTFOOMMBIM» JIEJIOM.

Tak mossBHIIach HOBas yrpo3a: HHTEPHET-MOIICHHUYECTBA WJIN (l)l/lllll/[HF, TJ1aBHas 1CJIb
KOTOPOIr'o COCTOUT B INOJIYUYCHUHN KOH(bI/II[eHI_II/IaHBHLIX JaHHBIX MoJb30BaTelieit — JIOTMHOB U



naposeil. Ha anrnmiickom si3pike phishingunraercs kak gummar (ot fishing— prioHas noBis,
password— mapouib).

OcHOBHBIE COBETHI 110 00pbLOe ¢ PUIMHTOM:

1. Crnenn 3a cBouM akkayHTOM. Ecim ThI mos1o3peBaenib, 4To TBOSI aHKETa ObliIa B3JIOMaHa,
TO HEOOXOIUMO 3a0JIOKUPOBATH €€ M COOOIINTh aIMUHUCTPATOPaM pecypca 00 ITOM Kak
MOHO CKOpEe;

2. Hcnonb3yit Oe3omacHbie BeO-CaliThl, B TOM YHUCIIE, HHTEPHET-Mara3uHoOB U ITOMCKOBBIX
CHCTEM;

3. Hcnomnb3yii ciioxHbIe ¥ pa3Hble Tapoiu. Takum o0pa3oMm, eciii Te0si B3IIOMAOT, TO
37I0yYMBIIIJICHHUKH MTOJTyYaT TOCTYH TOJBKO K OHOMY TBOEMY NMPOQIIIIO B CETH, a HE KO
BCEM;

4. Ecnu TeOs B31OMAaNIH, TO HEOOXOIMMO MPEAYIPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE

J00aBJICHBI y T€OsI B JIPY3bsIX, O TOM, YTO TeOs B3JIOMAJIH U, BO3MOXKHO, OT TBOCTO HMCHH

OyzeT pacchuIaThCs CIaM M CCHUIKH Ha (PUIIMHTOBBIE CAHTHI;

VYcranosu HajexHbid napoib (PIN) Ha MOOMIIBHBIHN TenedoH;

OTKITI04M COXpaHEHHE Tmapoiis B Opaysepe;

7. He oTkpbIBaii (ailiibl ¥ ApyrUe BIOKCHUS B MUChMAaX Ja)Ke €CIIU OHH MPUIIUIA OT TBOMX
npysei. Jlydiie yrouyHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3T (haiiiibl.

SRl

Hudposas penyranus

Ln¢ppoBas penyTanms — 3TO HETaTUBHAs WM NO3UTUBHAs UH(OPMAIHS B CETH O Tebe.
Komnpomerupyromas ungopmarius, pazmenieHtas B IHTepHeTe MOKET cepbe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOEH peanbHOM xu3HU. «{udpoas penyranus» — 3TO TBOH UMHJIK, KOTOPBIi
dopmupyercs u3 nuadopmarnyu o rede B lHTepHeTe.

TBoe MeCTO KHUTENbCTBA, Y1eObl, TBOE€ (HHAHCOBOE MOJIOKEHNE, 0COOCHHOCTH XapakTepa u
pacckasbl 0 OJM3KUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJpocTKH JETKOMBICIEHHO OTHOCATCS K IMyOIMKalMK JTUYHON UH(OpMAIIUH B
WuTepHeTe, HE MOHUMAsi BO3MOXHBIX MOCIEICTBUN. Thl 1ake HE CMOXKEIlb A0Ta/laThCsl O TOM,
yTo (poTorpadus, pazmelieHHas 5 JeT Ha3ald, cTaja MIPUYMHON OTKa3a IPUHATH TeOs Ha paboTy.

KommenTapuu, pa3menienue TBoux Gororpapuii u pyrue AeicTBUsl MOTYT HE UCUE3HYTh Jaxe
10CJI€ TOTO, KaK Thl MX yJanuillb. Thl HE 3HACIIb, KTO COXPAaHHJI 3Ty HH(OpMAIIHIO, ToTaNa JI1
OHA B ITOMCKOBBIE CUCTEMBI M COXPAaHWIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKpY’Kalolllee JII0/I1, KOTOpble HAWAYT U YBUIAT 3T0. HailTu uHpopMalnio MHOTO JIeT crycTs
CMOKeET JI000i1 - Kak U3 100pbIX NOOYKIASHH, TaK U C HAMEPEHUEM NPUYUHHUTD Bpea. ITO
MOJKET OBITh KTO YTOJIHO.

OcHoBHBIE COBETHI 110 3aMTe NM(PPOBOH penyTanuu:

1. Tomymaii, mpexJie 4eM 4TO-TO MyOJIMKOBATh U MepeIaBaTh y ce0si B 6J0re Win B
COIIMATLHOM CETH,

2. B nacrpoiikax nmpoduis yCTaHOBH OTPaHUYEHUS HA TIPOCMOTP TBOETO MPOGUIIS U €ro
COAEP)KUMOTO, CIETIal €ro TOJIBKO ISl IPY3Eh»;

3. He pa3memnaiil u He yka3biBail HH(pOpPMAIIHIO, KOTOPasi MOKET KOTO-JIM00 OCKOPOISITh UITH
O0MKATh.



ABTOpCKOE NPaBo

CoBpeMeHHBIE ITKOJILHUKN — aKTUBHBIE MOJIB30BATENN IU(PPOBOTo mpocTpancTBa. OqHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJIb30BAHUE MHOTUMHU BO3MOXKHOCTSIMU LIU(PPOBOro MUpa TpedyeT
COOJIIOJICHHS TTPAB HA MHTEIJICKTYAIbHYIO COOCTBEHHOCTD.

TepMUH «WHTENIEKTyallbHast COOCTBEHHOCTbY» OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJI0OBEYECKOr0 yMa, HAUMHAs ¢ HOBBIX H300PETCHUI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTH, ¥ 3aKaH4YMBasi KHUramu, ¢potorpadusmMu, KHHOGUIbBMAMU U
MY3bIKaJIbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE NPpaBa — 3TO NIPaBa Ha HHTEIUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS
HayKH, JUTEPATyphl U UCKYCCTBA. ABTOPCKHE IIpaBa BBICTYIAKOT B KAYECTBE rapaHTUHU TOT'0, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPy aBTOpa HE Oy/eT HAlpacHbIM, AaCT €My CIIpaBeIMBbIC
BO3MOXHOCTH 3apabo0TaTh Ha pe3yibTaTax CBOEro Tpy/a, MOJyYUTh U3BECTHOCTh U IPU3HAHUE.
Huxkro 6e3 pa3pemnieHust aBTopa He MOXKET BOCIIPOU3BOAMTE €0 MPOU3BECHHUE, PACTIPOCTPAHSTD,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHUPOBATH, ITYCKaTh B IIPOKAT, MyOIMYHO
UCTIOJHATS, IOKA3bIBATH/UCIIOIHAT B dHpe WM pazmemaTs B IHTepHeTe.

Vcronp30BaHne «ITHPATCKOTO» MPOrPAMMHOTO 00ECIIEYeHHUsT MOXKET PUBECTH K MHOTUM
pHCKaM: OT IOTEPH JaHHBIX K TBOUM aKKayHTaM 710 OJIOKUPOBKHU TBOETO YCTPOWUCTBA, I/ie
YCTAaHOBJICHHBII He JierajabHast mporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYLIECTBYET
JerajabHble U OecIIaTHBIE IPOrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



